	Course unit title
	Information Systems Security

	Course unit code
	InfT6009

	Type of course unit 
	A part  - Compulsory part

	Level of course unit
	1st cycle (bachelor)

	Year of study 
	-

	Semester
	VI

	Number of ECTS credits
	3 ECTS

	Name of lecturer(s)
	Elans Zīverts, Mg.sc.ing.

	Learning outcomes of the course unit
	After the course students:

· in terms of the level of understanding of computer system architecture and the functioning of the information systems, the types of uses in enterprises and institutions;

· in terms of the level of applying information technology industry regulatory law and standards;

· Will be able to use information technology industry standards;

· Will be able to use information technology terminology in Latvian and English languages;

· Will be able to perform data protection and security measures;

· Be able to design a secure information system, by analyzing a variety of technical solutions and choosing the most appropriate;

· Be able to maintain software consulting software users
· Be able to implement the software in the environmental training

	Mode of delivery
	Face-to-face

	Prerequisites and co-requisites
	Analysis and development of information systems

	Recommended optional programme components
	-

	Course contents
	Aim of the course - to learn the basic principles of information systems security. Information systems security planning, implementation and maintenance basic principles. Knowledge and practical skills of information systems security aspects and implementation documentation. Information security research, the concept and importance of it. Knowledge’s about law, standards and regulations

	Course plan
	Introduction to Information systems, types, meaning and application thereof.

Information, data, knowledge and wisdom. Elaboration and observation of information classification rules.

Information system security laws, ryules and standards.

Information system security overview and aspects.

Documentation on information system security introduction and management 

Development of information systems

Elaboration of the corresponding documentation on information system security.

Introduction of information system security management and the corresponding processes. Elaboration and implementation of continuity and update of a plan.

Development, elaboration and adjustment of information systems.

Elaboration and implementation of information system security policy. Organisation of information system security.

Information system security risk management. Elaboration and execution of an information system security risk management plan.

Elaboration of inner information system security rules. Elaboration and observation of information system application rules.

	Recommended or required reading
	-

	Planned learning activities and teaching methods
	Lectures, practical classes and students’ independent assignment

	Assessment methods and criteria
	Exam 
Students have to fulfil all independent and group tasks. At the beginning of a course students are divided into teams – each team consists of 3-4 students. The task of each team is together to develop and define the most appropriate information system solution. To elaborate the documentation for introduction and maintenance of information system security according to the task. To perform installation, configuration and adjustment of the solution according to the given requirements. The created information system is presented for evaluation.

	Language of instruction
	English

	Work placement(s)
	N/a


